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Abstract

In the present era, social media platforms play an important role in connecting
people from all around the world. People share their daily life routine, and their
personal information with others by posting it on their profile. Where these plat-
form provide such facility to connect and share your thoughts and beliefs with
the rest of world, there is also a dark side. With this much personal information,
present online and easily accessible to different groups of people, the social me-
dia becomes a information repository for the hackers and stalkers. Many hackers
use social media platforms to gather personal information about their victim and
then launch a cyber-attack such as phishing attack. People can easily become a
victim of social engineering attack on a social media because of oversharing of
their personal information and not setting the proper privacy configuration. This
study highlights the problem with oversharing of publicly accessible personal in-
formation on social media platform such as Facebook. It focuses on, how a person
can become a victim of social engineering attack just by oversharing the publicly
accessible information. This study proposed a system to calculate the severity
of publicly available information on Facebook user profile, with respect to cyber-
attacks. It also provides a scale for the severity assessment of different types of
information found publicly on a Facebook user profile. for comparison, field ex-
perts are also engaged to assign a severity score according to their understanding.
For instance, the contact information that is usually found on Facebook user’s
profile, is rated to be highly critical by 50% of the experts. After collection of the
results from the experts, the scores were compared with the results generated by
the proposed system. It is found that, there is only 12% difference in the severity
score of contact information that is generated by the system and assigned by the
experts. In the end, an implementation of the idea is also proposed using android

development environment.
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Chapter 1

Introduction

1.1 Introduction to Domain

With every passing day, more and more people are connecting to internet with the
help of their personal devices i.e., smartphones, PC etc. Now as the internet has
become the biggest source of information, it has also provided many new facilities
and innovative technologies to the end user such as electronic mail, video calling
and instant messaging etc. Among these new facilities one of the most innovative

facility that has become most popular is social networks.

1.1.1 Social Media Platforms

Social networks also known as social media platforms allow people to manage and
establish relationships with others including their own family and friends. World
has become a global village where thousands of people sitting in far places meet
and greet each other using the social networks on daily basis, as if they are sitting
near to each other. It also allows people to know each other and make new friends.
Since the release of these social platforms, many new features are added in it day
by day such as managing online businesses and having group chats etc. By the

use of these features, social media has become more interesting and fun to use.
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1.1.2 Social Activism and Hacktivism

Where the social media provides this much advantage in connecting and sharing
knowledge with each other. It can also be used to spread false news and rumors to
support and motivate any social or political agenda. The process of misusing the
technology such as computer networks to spread and support a social and political
cause is known as hacktivism. With the concept of hacktivism another concept
named as social activism is linked. Social activism is the action or series of actions
that could be taken promote and bring a social change. With the use of social
media platforms, social activism has become more effective. When people share
their thoughts on something using the social media, it is seen by almost all of the

people connected and it leaves an impression on them.

1.1.3 Impacts of Social Media on Politics

During the period of political elections, different parties use their social media
profiles to post about their success and future plans. They also use these profiles
to post about the works their party members do in their region. Such type of
information sharing can be used to build the image of different parties in people’s
mind. For example, people share the negativity happening in their surroundings
and also spread love by sharing positive things happening in their surroundings.
With these acts, almost everyone that uses social media gets to know the happen-

ing in the world, even if they are sitting in far places.

A study found that two in every ten U.S adults use social media to get their
political news. And those people tend to be less-informed and are very likely to

be exposed to claims that are not proven by anyone.

In history social media has played an important role in political elections. First,
such incident happened in the elections of 2003 with “Howard Dean”, then in the
elections of 2008 ' and then in the elections of “Donald J. Trump” which was

almost driven by twitter. Same like this, There are many examples present in

https://www.simplilearn.com/real-impact-social-media-article
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literature, that show and demonstrate the use and role of social media platforms

in society.

1.1.4 Impacts of Social Media on Society

According to a study nearly 80% of the U.S. population?, who is on internet,
are user of Facebook. As the social media causes people to interact with each
other, their bonding and friendship becomes more powerful as long as they stay
connected. Anyone who is on this platform is never alone. And when they find
each other, they share knowledge, social issues, raise voice against wrong and
promote the good. Even a little act of kindness is appreciated by almost everyone

on the platform.

1.1.5 Facebook: Privacy and Security

Facebook is a social platforms that allows content sharing and making personal
profile, where you can add your personal information such as name, contact, job
and residence etc. This information helps to build the identity of a user so that
people can know each other even better.

In addition to the personal information one can also share and exhibit the interests
he/she has, such as music, movies, favorite singer and actor etc. While creating
a profile in Facebook, one has to provide complete personal information. The
personal information includes Full name, Date of birth and contact information
etc. so it can be said that the profile of a person on Facebook reflects the actual
personality of that person in real life. All the personality traits, that a person
exhibits in real life, such as his liking disliking can be known from social media
platforms.

Hundreds of people join Facebook on daily basis. Where it provides such great
facilities and features, it can also be dangerous with respect to personal data

privacy. In this era. Where privacy issues and cybercrimes are getting popular.

https://www.simplilearn.com /real-impact-social-media-article
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Many hackers on the internet use these social platforms to perform and land
several types of attacks for the sake of their own good. For instance, a hacker
can manipulate a person online to gain his/her trust. After gaining the trust
of the victim the attacker could potentially blackmail the victim or maybe use
the extracted information to perform password recovery attacks. People with
malicious intents can extract the information given by people on their social media

platform profiles to perform cybercrimes such as social engineering attacks.

1.1.6 Scraping Facebook Profile Information

Scraping Facebook refers to finding and collecting different types of information
from Facebook. Now to perform some analysis on information found on Facebook,
it is better to first find and collect that information from Facebook. Similarly, to
find what type of information is publicly available on profiles of Facebook and to
find the sensitiveness of that information. The problem with scrapping is that, it

is now considered illegal, so an alternate is used that is discussed in section 3.4.

1.1.7 Social Engineering Attack

Social engineering attacks depend on social interaction between humans. In this
type of attack people are reached and manipulated into disclosing their personal
information. That information can later be used to perform damage to the people
or organization they work in. Social engineering attack has many types, i.e.,
baiting, spear phishing and phishing attack etc. A type of attack in which hacker
attempts to extract personal or sensitive information from his victim by luring
the victim into a trap such as fraudulent email or phone call, is called phishing
attack. Figure 1.1 shows the demonstration of causes of social engineering attack:
phishing attack. Figure demonstrate, that phishing attacks can be launched by the
use of imposter calls, emails, unsafe browsing and social media platforms. Once
an attack is launched on a victim, the data can be stolen and leaked or even used

in any malicious activity.
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Phishing Attacks: Causes

Unsafe Browsing

¢
® @ N
Imposter Phone call e Phishing emails
P Victim

i

o0
Wrongly Configured

Social media

FI1GURE 1.1: Causes of Phishing attacks

1.2 Motivation of Research

As discussed in the previous section Facebook has opened many doors to being
attached with the rest of the world. People share a lot of information in daily
basis on this platform. Because of the information being posted on daily basis,
Hackers and attackers get attracted to this platform to perform many types of

Cyber attacks such as social engineering attack for their personal benefit.

1.3 Profile Information Leakage

People using social platforms such as Facebook provide many types of information
on their profiles (i.e., job location, job position, current city, check in etc.) that

could lead them to be a victim of social engineering attacks.
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Attackers often use social platforms to extract some useful information regarding
their target organization/person and to find the right person to start the attack
with. There are many social engineering techniques available such as phishing
emails, phone calling and instant messaging that can be useful in persuading a
user to disclose his/her personal information. Anyone with no knowledge of social

engineering can be tricked in disclosing the personal and sensitive information.

Now that this issue has become very important, and in recent years many up-
dates done to Facebook have restricted their users to only provide real and valid
information. So, the profile on the Facebook represents the actual personality of

a user.

Social media platforms have become the most popular medium for communication
among people. It attracts hundreds of users on daily basis and allows them to
share their personal thoughts and express their feelings. People on social media
can also share their photos, videos and personal information such as their liking

and disliking etc.

1.4 Social Engineers

With this much popularity that these social networks have gained. They have
also become a hunting ground for many cybercriminals. Among these criminals,
social engineers are the ones who take the most advantage from these networks.
Reason being the information richness of these networks. To land a successful
phishing attack on a specific person, the attacker needs information about that
person. If the victim has a profile on a social platform such as Facebook, there
is a high chance that the victim has disclosed some of his personal information
on his/her profile. So, the attacker can extract the required information and can
land a direct phishing attack. This phenomenon is also known as the social media
phishing. The following research will be done by keeping in mind the possible
scenarios where social engineering attack can be launched by using the information

which is available with public privacy settings on social media profiles.
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1.5 Sufficiency of Research Topic to Qualify as
MS Thesis

This research addresses the issue of confidential information privacy. Basically,
when people trust too much on this social network and provide sensitive informa-
tion such as their name, contact, job place, residence area, education and educa-
tional institute they become vulnerable to being a victim of cyber attack such as

social engineering attack.

1.6 Severity of Publicly Available Information

Each type of information that is publicly available has its own importance with
respect to social engineering attacks. For example, if an attacker wants to know the
secrets and working of an organization, then in this case the information related
to job and workplace of people is important. Because then it would be easy to find
the employees of that organization . In case of an attacker that wants to target
the specific person, then the aim of the attacker would be to find the friends and
family or even the contact information of that individual and start the attack. So,

calculating the information severity levels is a main task of this research.

If an attacker has to know about the infrastructure of an organization, the at-
tacker needs information about how the organization manages and organizes the
infrastructure. To get inside the system he needs information about that system
and how it works. And no one knows that except the actual employees that work
there.

So, the basic step, the attacker will take is to get in touch with someone from that
specific organization. And as described earlier if anyone from that organization
is on Facebook and he has given the information regarding his job and job place.
He can be a victim in such a way that the attacker can pretend to be a kind
person and over a period of time the attacker might gain enough trust, that the

victim would not hesitate to disclose the organizations secrets and the working of
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its system. And that specific information could be enough for the hacker/attacker

to get inside the system of the organization.

Just like the example explained above, there can be many applications like tar-
geting a person with the help of gaining the trust of someone from the victim’s

family or even find contact information and land a direct phishing attack.

In the light of above examples, the aim of this research is to find out the type of
sensitive information that people disclose publicly on the social network, specifi-
cally on Facebook, that leads those users to being a victim of social engineering
attacks. This research will also calculate the severity of information that is avail-

able on people’s profile.

1.7 Problem Statement

People that use social media platforms often provide personal and sensitive infor-
mation on their profile publicly. A hacker can access this information and use it

perform a cyber attack such as social engineering attack.

1.8 Research Questions

The problem statement described above raises some important research questions,
that should be answered. The research questions, raised by the problem statement

are as follows:

Q1: How many people are aware of the severity of information that they make

public on Social media on daily basis?

Q2: How publicly available information can be exploited to perform a social

engineering attack against the users?

Q3: What are the severity levels of information found publicly on social media

profiles that may cause the social engineering attack?
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1.9 Methodology

To provide a solution of the problem discussed above an appropriate methodology
is required. For this, the Experimental research methodology is chosen as the re-
search methodology, where an experiment is performed and results are generated.
The results are then further compared with the results that are provided by the
field experts with the help of a questionnaire. Once the results from the question-
naire are collected, they will then be compared with the results that are generated

by the proposed system and a final conclusion will be given.

1.10 Major Contributions

The major contributions of this thesis are:
1. A scale for calculating the severity of publicly available information on Face-
book user profile is provided.

2. Understanding of experts regarding the severity scores of publicly available

information, with respect to social engineering attacks is presented.
3. Similarly the understanding of general public is also provided.

4. Comparison of severity scores calculated by proposed system with the scores

assigned by experts.

5. Development of android application of the idea to calculate the severity of

information on Facebook user profiles.

1.11 Thesis Organization

This whole document is divided into 6 different chapters. In the chapter one, back-
ground knowledge and domain introduction are discussed along with the problem

statement and the brief introduction to the methodology.
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Chapter two of this document contains the literature review. After the literature

review is done the conclusion from the literature review and the research gaps are

highlighted.

In the chapter three of this document, research and methodology is discussed in
detail. The diagrams related to methodology and the architecture of the proposed

system is added and their explanation is given.

The chapter four is written in accordance with the proposed system, where the
complete experimental setup and results are explained. The whole explanation of

how the results are obtained and the comparisons are provided in this chapter.

Chapter five contains the description and explanation of the implementation of
the proposed system. How the implementation is done, which technologies are
used, the suitable platform, everything related to implementation point of view is

discussed in this chapter.

The chapter six is about the conclusion and future work. The directions of work

in future and how the proposed system has performed is discussed in the chapter.
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Literature Review

To identify the research gaps and the work that is previously done a comprehensive
literature is done. After the literature review the research gaps are identified and

the limitations of previous studies are highlighted .

2.1 Survey of Existing Techniques

To understand the working of social engineering in social networks. It is necessary
to understand the factors and properties that influence the attackers to attack
a specific person on social network such as Facebook. These factors are also
important to measure the user’s openness to phishing attacks. The study proposed
by [1] in 2018 proposes a framework by which a user’s openness to such attacks

can be understood more easily.

Another research in 2017 stated that even if people don’t want to provide the
personal information on their profiles. It can be extracted or judged by their
public behavior on that network. They presented a technique by using which
undeclared information of a person can be inferred from the data present on their
public profile [2].

A study done in 2020 on social engineering and phishing attacks suggests and
demonstrate, how an attacker approaches his victim. With the help of survey

11
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this study summarizes, how a user is persuaded in disclosing his/her personal
and sensitive information. The survey also discussed some preventive measures to

avoid and detect a phishing attack [3].

To land a phishing attack on social media platforms, the attacker needs informa-
tion. Once the attacker has sufficient information the attack becomes easy. For
extracting the information from social networks, one could go manually and ex-
tract the required information or simply use a mining tool. Many such tools that
can be used to mine the data and analyze them are compared and described in

the survey presented by Nadeem Akhtar in 2014 in his study [4]

In 2018, a research based on analyzing the entertainment apps data collection and
privacy vulnerabilities was done. This study stated the issue about how the apps
use personal data of their users that is collected during registration and joining
process. This study also identified the risks involved in data collection and usage

process. And how the apps require more data than they actually need [5].

In a research done by Tadas Limba in 2018, it was stated that the user of Facebook
decides about the quantity of information he/she wants to be public. Also, when
registering and authorizing for a third-party application, the user must allow the
app to view and use the personal data in order to use the app’s services. The study
also stated that users with publicly available data on Facebook should decide about
which type of data they want to share with the third-party app. As a result, they
proposed a model for the interaction between user and third-party applications

for risk analysis and security of personal data [6].

Another research done in 2018 stated that Facebook uses personal potential data
such as religious beliefs, sexual preferences etc. to label the user and shows them
ads of their interests. According to EU GDPR this type of personal data cannot
be processed because it can be used in malicious wok. A web browser extension
was also proposed and implemented to inform the users of Facebook about the
interests they have been assigned [7]

An article published in 2017 analyzed how personal data of public is misused

by social platforms such as Google and Facebook for the purpose of advertising.
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Privacy issues regarding the use of personal data were examined. It also identified,
how these platforms provide confusing and incomplete information regarding the

use of personal data of their users [§]

In 2016, another study on social engineering using Facebook as a social media
platform was done. In that study, source credibility of social engineering attacks
was measured by using four factors or dimensions. It was identified that there is
a high chance of people accepting a message if the source of incoming message
looks appealing and credible. In the study, the authors validated the presented

four dimensions and presented a measurement scale [9].

In 2011, the Turkish department of information system security did an analysis by
doing social engineering test on public agencies. With the help of phone calling,
they tried to gain the trust of victim employees and persuaded them to disclose
their personal and sensitive information. The purpose of this research was to figure

out about the awareness of employees about the social engineering attacks [10].

Another study done by Jeremiah Onaolapo, showed that social media accounts are
more user-centric because the properties that these accounts exhibit, reflect the
actual personality. Due to these reasons such types of accounts are more likely to
be stolen. After stealing the accounts, the hackers abuse these accounts according
to the previously given information. For example, posts and messages are sent as

the original user used to do [11].

A study proposed in 2020 performed risk analysis on personal data security. This
study states that according to EU GDPR personal data should be secured and
proper measures should be there to secure the data. A risk analysis methodology

is also proposed [12].

Another study done in 2018 Abid Jamil proposed a model to prevent and mitigate
the social engineering attack: phishing attack. They used four realistic scenarios
to test the model. They proposed model also figures out the threats related to
phishing attack [13].

In 2012, a study done by Jamie L. Pinchot investigated personal data privacy
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concerns and consequences of data breach from Facebook. Their results suggested
that students share a lot of confidential information on Facebook, and that type

of data can be useful to answer personal security questions if captured [14].

In 2013, to assess the severity of personal data breaches, levels were designed.
These levels were named as breach level index. Depending upon the type of
personal data that was breached, a breach level index was defined. So, each time
a breach is detected these indices can be used to detect and calculate the severity

of the breach [15].

In 2016, a literature survey on social engineering attack type phishing attack is
done. The study also proposed the types of phishing attack, there preventive and
detecting measures. The study also described the advantages and disadvantages

of phishing attacks [16].

In 2011, a study on reverse social engineering attack using the social networks was
done. In that study authors explained how an attacker can exploit the find-friend
feature of these networks. And they also discussed the effectiveness and feasibility

of these attacks [17].

Study done in 2018 states that there is a great variance in the awareness of privacy
and security control settings of Facebook among its users. Some on the users who
know about these settings, use them for better security but there way of usage of
this platform still reveals everything, and makes this effort useless. The study also
reveals that the adult users of this platform take the precaution in comparison to

the young users [18].

Frank McCown proposed a study in 2009. In his research he proposed a tool that
could be used to extract activities of users of Facebook. That information can be

used to perform a social engineering attack in these networks [19].

In 2019 a study states that there has been a massive increase in textual information
on social networks such as posts, messages, reviews etc. and with this much
increase in the textual information many privacy related problems arise. The

study conducted a literature review to describe and discuss main issues that are
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related to these online social media platforms. This study also identified the major

gaps in available privacy models and their limitations [20].

In 2013, a study was done about the attributes that are considered important and
sensitive by the users and are not disclosed by the users. Almost half a million of
random Facebook accounts are crawled to see the number of attributes that are
revealed publicly by the users on Facebook. Then they quantitatively classified

the results on 3 cases. Age distribution, gender based and according to cities [21].

In 2018, a study states that, where online social networks provide such great
facility, they also collect the personal and private data of their users. This data
can be misused by either the data miners, or unauthorized person to perform
some type of cyber-attack. In the study, some of the security and privacy flaws
are discussed along with the prevention measures to protect the users from social

media privacy problems [22].

A study in 2010 describes the design and security flaws in online social network.
The study found out the privacy and security challenges in the design of these
social media platforms. In the end this study points out some measures to avoid

these design conflicts [23].

A study proposed in 2017, proposed a survey on online social network’s privacy
and security issue. It described the issues regarding security and privacy that have
been reported so far in these networks. On the other hand, it also described the

solutions that are available regarding the issue [24].

In 2009, a research describes how people and organization share a lot of personal
information of social media some of this information is public but some information
is kept private. It states that the private information can be guessed by using some
learning algorithm on the publicly available information. They described how an
inference attack can be launched on social networking data to guess and predict
the private data. Then it states the possible solution to prevent and counter such
attacks [25].

A study published in 2015 states the privacy risks that are linked with online social
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media platforms. Most importantly when people share sensitive information on
social media. They could become the victim of several types of cyber-crimes and
also physical stalking. It describes how most of the people either don’t configure
their privacy settings on these social media platforms or have no idea if the settings
exist. This study describes the risks and cyber-attacks that could take place
on social media platforms user’s privacy. And then provide some measures as a

solution [26].

In 2017, a study presented and explained threats related to privacy and security of
social media platforms that target users. They also describe the threats that can
be caused by sharing of different content on these sites. In addition, this study

also states the preventive solutions that are available to avoid these threats [27].

In a research done in 2019, according to the GDPR rule a person has the right to
demand and view the data that was required and processed by a specific organi-
zation. And it is important to verify, is the person requesting the data is actually
authorized to have it or not. To test this, they tried social engineering techniques
on some 55 organizations, out of which 15 organization fell in the trap and leaked

the data of their users [28].

Another study done in 2016, states that some users of Facebook don’t share their
personal information because of privacy concerns but their social circle such as
friends and family on that platform can unintentionally leak that information.
That information can be used in social engineering and phishing attacks. The
researchers proposed an inference method to find information like date of birth
and education based on interaction with friends and groups. A strategy to avoid

information leakage was also proposed [29].

A study in 2015 states the vulnerabilities, that can exist in an organization and
cause identity theft and cyber intrusion. The study also explains the working of
social engineering and the effects that it can cause by doing identity theft. They
also discussed the vulnerabilities and risks involved in social engineering attacks.
In the end they also proposed some preventive measures to prevent these attacks

from happening [30].
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A study in 2020 states the issue of companies getting attack and personal data
being breached. They examined different strategies that should be adopted by
the company in case of data breach. They state that the customer satisfaction
depends upon the severity of data, that is breached and how the company reacts
to it. There results show that in case of severe data, it is difficult to regain the

customers faith and trust [31].

In 2011, a conceptual study states that online social media platforms are the most
important factors of information leakage. It also states that these social networks
are a very important vector if attackers want to land an attack. In the end this
research presents some security and prevention education to counter this type of

scenarios [32].

Another research in 2014, describes how Facebook can be a big cause of informa-
tion leakage. This research states that many people and organizations can un-
intentionally leak this confidential information from this platform. It also states
that sometimes organizations try to hide their identity by using alternate names,

but that can also be compromised [33].

In a study proposed in 2008, it was discussed that social platforms such as Face-
book make the user’s profile information open to developers. And that anyone can
extract user’s information without them knowing. To address the issue regarding
privacy, a privacy management system was also introduced to protect the profile

of users [34].

A study proposed by "ENISA” proposed an equation for the calculation of data
breaches, that include some sort of personal information. Different recommenda-
tions were provided to calculate the severity of the breached data. The equation
uses 3 parameters, each parameter provides an individual score and in the end
a simple calculation is performed to calculate the complete severity score for the

breached data. [35].

For scrapping the information from Facebook user profiles, there are several legal

concerns, it is better to know the type of data that can be scrapped. Automated
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scrapping is considered illegal and the only way to scrap is by using the screen

scrapping technique [36]

social engineering attacks become successful if there exists a human vulnerability.
a study in 2021 presented such vulnerabilities that can make a social engineering

attacks successful along with the examples of some phishing attacks [37].

The primary way of data collection for surveys is the questionnaire. while designing
a questionnaire some guidelines should be considered. And there are some ethical

issues that need to be understood before asking the questions from public [38].

A study done on Facebook profile information disclosure, discussed how different
information types are sensitive and how with the increase of age the percentage
of available information decreases, a scoring tool was designed to detect threats

because of information disclosure [39].

Similar study proposed how the information that is present of several platforms
is key to stealing the private information. By joining the information found from

several sources how an attack can be performed is explained in the study [40].

2.2 Conclusions from Literature Review

After performing the in-detail literature review, it can be concluded that a big
emphasize has been given to the privacy and security issues of social media plat-
forms. It can also be concluded that the information present on the profiles of
these social media platforms plays an important role in making the user a victim
of cyber-attacks. Such as phishing attacks. Many recent studies such as [3] in
2020, [12] in 2020 or [18] in 2018 are also done in the direction of data breach and
privacy risks, and how data can be used to perform social engineering attacks.
These recent studies have targeted the privacy concerns, data breach and the pos-
sibility of attacks that can be launched in several ways by using the information

present on various social media platforms.
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2.3 Comparative Analysis and Survey of Exist-

ing Techniques

From the comprehensive literature review that is provided in the previous section.
Three similar studies done by Pinchot [14], Baatarjav [34] and farahbaksh et al.
[21] are analyzed and their comparison is provided below. All these studies work
on the idea of extracting publicly available information on Facebook profiles and
then perform quantitative analyses on them. However, the objectives and aim
of each study is different. The reason for choosing the studies is the extraction
of publicly available information present on Facebook. A complete comparative

analysis of these studies is performed below.

2.3.1 Methodology and Dataset

The first study did analysis on college students, 146 results were received, out of
them 121 were the active user of Facebook. a questionnaire was used to conduct
the survey. Based on age, three groups were created from the samples collected.

Groups were created as following:

e Age from 18 — 33 as Millennial

e Age from 34 — 45 as Generation X

e Age from 46 — 64 as Baby Boomers
Similarly, the second study performed the survey on university of north Texas.
They performed analyses of 4,919 profiles and used Facebook API to extract the

information. The third study, however, used an HTML based crawler and per-

formed the survey on 479,000 profiles. The profiles were completely random.

Comparison between the methodology and dataset is provided in Table 2.1. The
table displays the comparison of the methodologies used in the relevant studies,

it also shows how the data is collected and what was the objective of each study.
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The no of records collected and the technique used to srap information from the

social media platform is also dislayed in the table.

TABLE 2.1: Methodology and Dataset of previous researches

Study No. Objective/Aim

No.
Audience of
Records

Technique

whether the infor-
mation present on
student’s  profile
is helpful in an-
swering  security
questions. Do
these students
have  knowledge
of privacy control
mechanism

Study 1

Using  Facebook
Weak privacy to
extract  informa-
tion from profiles

Study 2

What type of per-
sonal  attributes
are publicly avail-
able on Facebook
profiles.

Study 3

Students/College

Undergraduates 46 Questionnaire

Facebook wusers
from University 4,919
of north Texas

Facebook API

Random Face-

book users HTML Crawler

479,000

2.3.2 Information Type

All techniques extracted personal information available on Facebook’s profile.

Comparison between the type of information that was considered while crawling

by these three studies is provided in Table 2.2. The table displays all the possible

information that is present on a specific profile and if it is extracted in the specific

study or not. The 'Y’ in the table means that the information is considered and

collected in the study. Whereas, N’ in the table represents no for the specific type

of information against each study. Similarly all the possible information types and

the study result is shown in the table.
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TABLE 2.2: Information type

Type of Information Pinchot [14] Baatarjav [34] farahbaksh et al. [21]

Date of Birth Y Y Y
Gender Y N Y
Current city Y Y Y
Hometown Y Y Y
Employer Y N Y
Occupation Y N N
Education N Y N
College/University Y N Y
Activities N Y Y
Major Y N N
Relationship N Y N
Friend list N N Y
Graduation Date Y N N
High School Y Y Y
Team N N Y
Sports N N Y
Athlete N N Y
Interest N Y Y
Inspire N N Y
Religion Y N N
Political Views Y Y N
Sexual Orientation Y N N
Music Y Y Y

Note N Y N

Wall N Y N
Books Y Y Y
Movies Y Y Y

TV Shows Y Y Y
Games Y N Y

2.3.3 Results

The results of Pinchot [14] are provided in Table 2.3. In the first column of the
table information type is shown. And in the second column, the percentage of
people/profiles that were found with that specific type of information is shown.
For example, the gender information is found on 81% of the profiles, the hometown
is found to be present in 76 % of profiles and games information is found on
34% profiles only. Just like this, each information type with the percentage of

profiles on which the information is found is written in the table. In the end
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based on the results the Pinchot [14] states some preventive measures to avoid the
sensitive information from getting leaked and to educate the users about privacy

configurations.

TABLE 2.3: experiment results of Pinchot [14]

Type of information shared No.of people who shared the information

Date of Birth 63.6%
Gender 81.0%
Current City 75.2%
Hometown 76.0%
Employer 45.5%
Occupation 43.0%
College/University 79.3%
Major 49.6%
Graduation Date 38.8%
High School 85.1%
Religion 33.9%
Political Views 29.8%
Sexual Orientation 47.9%
Music 51.2%
Books 41.3%
Movies 50.4%

TV Shows 44.6%
Games 34.7%

The results of Baatarjav [34] are displayed according to 4 groups: age, sex, rela-
tionship and Political preferences. The results of Baatarjav [34] are provided in
Table 2.4 and Table 2.5. It can be seen in the tables, that there are 35% males
and 65% females present on the social media for their selected audience. And for
all these groups, age, relationship status, political preference, male, female and
age group information is extracted. For each, they calculated the percentage of
profiles, on which the specific information was found. Based on these results the
study provided a privacy protection Mechanism as a counter measure to prevent

the information leakage.

A similar study 2013 was also done, the objective of the study was to find out the
attributes that are publicly available on Facebook profiles and then classify them

on different categories. Same like previous results, this study also collected the
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TABLE 2.4: Percentage of people who revealed the Information

Category Group Percentage who revealed the info
sox Male 35
Female 65
15-19 4
Age 20-24 82
25-29 14
30+ 0.5
Single 47
In relationship 35
: . Engaged 6
Relationship Married 12
Complicated 0
Open Relationship 0.4
Very liberal 6
Liberal 28
Political Moderatg 34
Conservative 24
Preferences .
Very conservative 2
Apathetic 4
Libertarian 3

TABLE 2.5: Results of Baatarjav [34]

Type of information number of profiles the information was found

Age 62%
Relationship status 64%
Political preferences 48%

Male 65%

Female 35%
20-24 age 82%
15-19, 25-29 and 30+ age 18.5%

information in the first step. Then, after the collection of the information. They
calculated the profile percentage on which a specific information was found. It
can be seen in the results, that the current city information is found on more that
30% of the profiles, also gender is found on more than 50% profiles. Same like
this, all type of information that is collected from the profiles are listed and the
percentage of profiles, is listed in front of each information. The complete results
of the Farahbakhsh et al. [21] are provided in Table 2.6. As stated in Pinchot [14]
and Baatarjav [34], Farahbakhsh et al. [21] did not provide any preventive and
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counter measures about information leakage and privacy.

TABLE 2.6: results of Farahbakhsh et al. [21]

Information type number of profiles the information was found

Friend-list 62.7 %
Current City 36.1%
Hometown 34.6%
Gender 53.5%
Birthday 2.9%
Employers 22.5%
College 16.8%
High School 13.2%
Aggregate-Interest 48.4%
Music 41.0%
Movie 28.3%
Book 16.7%
Television 31.8%
Games 9.4%
Team 8.5%
Sports 8.5%
Athletes 10.7%
Activities 20.5%
Interests 10.9%
Inspire 1.9%

2.3.4 Limitations

Following are the limitations that are observed and found in the existing solutions.

e Limitation of Technique in Pinchot [14] is the smaller dataset
e Pinchot [14] also targeted only students.

e Pinchot [14] also doesn’t calculate severity levels of information found on

these profiles.

e Farahbakhsh et al. [21] doesn’t provide any counter measures for protection

of privacy.

e Baatarjav [34] and Farahbakhsh et al. [21] also don’t provide any severity

levels of information
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2.4 Identified Research Gaps

After doing a comprehensive literature review regarding privacy and security con-
cerns of social media platforms. And performing a comparative analysis of re-
searches that stated the issue of publicly available and accessible information
present on Facebook profiles. The research gap that was found can be described

as follows:

Firstly, the main deficiency that is found in the researches is that the severity

levels of publicly available information on Facebook are not defined.

As the information that is available on Facebook profile can be used to perform
several cyber-attacks such as, password recovery and identity theft, it can also be

collected and analyzed by a hacker to land a phishing attack on the users.

Awareness of general public about the social engineering and phishing attack on
Facebook need to be studied. Along with that the severity levels of information
that most people make public on Facebook should be defined by using an authentic

scale.



Chapter 3

Proposed System

As described in the literature review section, previous studies only focused on the
information extraction and getting to know about how many profiles are present on
the social media that possesses a certain information. None of the studies focused
on severity rating of the profiles and how a certain information can be used and
tailored in making a social engineering attack successful. Moreover, how a specific
information can be a cause to start a social engineering attack and making the
owner victim of the social engineering attack, mainly phishing attack. For this
purpose, this research focuses on providing a quantitative scale for the severity of

the publicly available information.

3.1 Introduction to the System

After critically analyzing the literature and the problem discussed, a solution is
proposed that can help to measure the severity of publicly available information
present on social media profiles. The solution uses the equation proposed in [35].
overall proposed solution consist of several steps which are discussed in the section
below. This chapter provides the explanation of the proposed solution and the

methodology to calculate the severity of publicly available information on the

26
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social media profiles. The whole working and methodology of the proposed system

is starting from heading 3.3 on wards.

3.2 ENISA Methodology to Calculate Personal

Data Breach Severity

The ”European Union Agency for Network and information security” also known
as ENISA, in 2013 provided some recommendations and methodology to assess
the severity of data breaches if they contain any sort of personal data. A work-
ing document was published, in which a detailed working and calculation formula
was presented to calculate the severity of data breaches with personal data. fol-
lowing the Idea and methodology proposed in the document, the "EU General

!'in which they

Data Protection Regulation Academy” published a white paper
implemented the proposed equation and offered a methodology so that severity of
personal data breaches can be determined and to determine and adopt mitigation
steps as well as notification to the concerned department according to the require-
ments of GDPR. The equation proposed is as follows:

SE = DPC x EI + CB

Where SE stands for ”Severity”, DPC stands for ”Data Processing Context” and
CB stands for ”circumstances of breach”.

Each attribute has its predefined score and it can be adjusted to produce the
most appropriate results. The discussed equation has been proposed to assess the
severity of the personal data breaches and is not applied on the publicly available
information that is present on the social media profile especially from the aspect
of social engineering attack.

In the equation above, there are three different parameters, each type of parameter
has its own score range. Each parameter is scored by looking at the recommended
levels and the circumstances and then a final severity is calculated by performing

the calculation on these platforms.

Thttps://info.advisera.com/eugdpracademy /free-download /assessing-the-severity-of-
personal-data-breaches-according-to-gdpr
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3.2.1 Recommendations for Scoring the Equation Param-

eters

Complete recommendations for scoring of equation’s parameters are provided in
detail in [35]. The scoring mechanism according to the recommendations for each

parameter of is provided in detail in the next section.

3.2.2 Data Processing Context (DPC)

The Data processing context refers to the nature of data that is breached, along
with some factors linked to overall context.

According to the technique, this parameter is the core as it tells about how critical
the breached information is.

There are four different categories of the breached data that are as follows.

Simple Data: Eg. Biographical data, contact details, education, family etc.

Behavioral Data: Eg. Location, Traffic data, personal preferences etc.

Financial data: Eg. income, Bank statements, invoices etc.

Sensitive Data: Eg. health, sexual life, political preferences/affiliation etc.

The scores for each category are 1,2,3 and 4 respectively.

3.2.3 Ease of Identification (EI)

Ease of identification means the easiness of identification, of the individual whose
data is breached. the score is assigned after looking at data and the scenario. If
the breached data can help to identify the individual, for example, if the picture
and full name is present in the data, then it is easy to identify the individual. In
this case the score of "EI” is maximum, which is 1. otherwise it is considered 0 if

the individual cannot be identified.
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3.2.4 Circumstances of Breach (CB)

This parameter is concerned with the circumstances that are related to the breach

data with respect to the security measures such as:

Loss of Confidentiality

Loss of Availability

Loss of Integrity

Malicious intent

For scoring the circumstances 3 different scores are provided for loss of confiden-
tiality, integrity and availability. A single score is given for the malicious intent.
If the data breach causes the loss of confidentiality and their is no evidence of
illegal processing then the score should be 0. If the data is disposed to a number
of known recipients, then the score should be 0.25. If the data is disposed to a

unknown number of recipients, then the score should be 0.5.

For scoring the loss of integrity, the score should be:
0: if data altered but without any illegal use 0.25: data altered and possibly used
illegally but with a possibility to recover. 0.5: data altered and used illegally and

there is no chance of recovery

similarly, for scoring the loss of availability the score should be:

0: if data is recoverable 0.25: data remain unavailable temporarily 0.5: data can-
not be recovered.

For scoring the malicious intent, where the breach of data occurs due to intentional

actions. The score should be 0.5.

The scores of this category is adjusted and instead of the actual values, adjusted
values are used. The adjusted value are just a mapping of actual number with

another number. The revised adjusted scores are as follows:
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e ( is considered as 0
e (.25 is considered as 1

e (.5 is considered as 2

3.3 Research Methodology

To perform the research, experimental research methodology will be used. In the
initial stage the literature review is performed from the related research papers and
articles. Then from the conclusion of the literature review, Research gap is iden-
tified and a problem statement is described. The problem statement raised some
research questions that are described . To answer these questions an experimental

methodology will be adopted.

First of all, to perform the exploration phase, according to the problem state-
ment, profiles of social media platforms should be explored and required data or
information type and presence will be checked. Once the information types are
finalized, severity levels will be defined so that the experiment can be performed
on the data and results can be recorded. Once the results are generated from the
experiments, these results will then be compared with the results collected from

the field experts and a conclusion is drwan.

3.3.1 Experimental Methodology

For performing the proposed research, the experimental research methodology will
be used. The Experimental methodology can be divided into five phases®. Each
of the phase of the methodology is explained briefly below.

1. Identifying a research Problem: Finding the problem for research pur-

pose by doing literature review.

Zhttps://writing.colostate.edu/guides /page.cfm?pageid=1363guideid=64
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2. Planning an experimental research study: Plan and prepare an exper-

iment to conduct regarding the research problem.

3. Conducting the experiment: Perform the experiment and gather the

data.

4. Analyzing the data: Perform detailed analysis on the data collected

through experiment.

5. Present the results: Evaluate and then present the results generated after

the analysis.

The proposed system uses the equation provided in [35] to calculate the severity of
publicly available information on FACEBOOK profiles. The severity is calculated
from the aspect of social engineering attacks and other possible cyber-attacks as

well as how the information can be utilized in performing such attacks.

3.4 Information Collection from Facebook Pro-

files and Legal Concerns

As scrapping large amount of data from Facebook by using any automated means
is considered illegal and is not allowed, Screen scrapping is the only valid way
to collect the publicly available information present on the Facebook profiles [36].
The technique of screen scrapping is basically based on automated browsing, where

a user behaviour is simulated to collect the data present on the screen.

In order to avoid any kind of legal issues related to scrapping of data from Facebook
profiles, the proposed system does not use scrapping of any kind at all. Instead
of scrapping the information from Facebook profiles. What basically happens is
that the presence of information is checked on someone’s profile. It means that
the proposed system is not concerned with the information or what the actual
information is, instead it checks if a specific type of information is present on a

profile or not.
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3.5 Architecture Diagram

Figure 3.1 shows the architecture diagram for the proposed solution

Proposed System

Module 1: Information presense check

Information presence
Social table
Media

h

Module 2: Scoring
Categorizing the .
Information and Providing score for consgcggggetg?acmr
providing score » Ease of ldentification b 'sqtud ina the
according to the attribute o Iitergtu?e
category (DPC)

h
Module 3 Severity Calculation

Performing the Generating the
operations on severity table for each

atiributes to calculate type of publicly
the final scores available information

Y

Module 4: Comparison

Comparing the scores
generated by the
methodology with the
expert scores

Table of Information
Sewverity Levels with
Conclusions

Y

FIGURE 3.1: Architecture diagram of proposed system

The whole system consist of four different modules. In the first module possible

categories of publicly available information is checked from a profile of Facebook
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and an information presence table is constructed. This table is then passed to the

next module.

During the second module, also known as the scoring module, each information is
categorised and assigned a score according to type of data/information. Similarly,
for each type of information the ease of identification parameter of the equation
is scored according to the recommendations. After assigning the scores for first
two parameters, the last parameter is scored by keeping in mind the consequences
that can occur related to the social engineering attack. The individual scores are
then passed to the third module as input.

In the third module, the severity calculation module, the operations are performed
on the individual scores to generate a collective score also called severity. once
the severity scores are generated, a severity table is constructed, that contains the
information and their severity scores. The severity table is passed to the next
module.

In the fourth and the last module, the Comparison phase, The calculated severity
scores are compared and with the scores obtained from the field experts and then
percentage difference is calculated in both the proposed system results and the
experts results. To find the agreement between the experts result for different
information types, the inter rater agreement will be calculated for each type of

given information.

3.6 Assigning Information Severity Scores by Field
Experts

For comparing the scores generated by proposed system, a questionnaire is de-
signed and distributed among some field experts. Each field expert assigns a score
against each information type and in the end an average score is calculated for the
specific information type. Figure 3.2 shows the methodology diagram for expert
scoring.

Firstly, the questionnaire is prepared, then it is distributed among the experts,
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once the experts have submitted the response, an average for each of the informa-

tion type is calculated and a severity table is designed.

Cluestionnaire
Freparation

v

Distributing
Chuestionnaire to
Experis

Collecting responses

v

Calculating average
scores for each

imformation type

w

Generating Sewverity
Table

FicureE 3.2: Methodology Diagram for Expert’s Scoring

3.7 Methodology Diagram
Figure 3.3 shows the methodology diagram of the proposed system. The whole
methodology of the proposed system depends on several steps.

First of all the profiles of Facebook are explored and the publicly available in-

formation is checked. Once the presence of information is checked, the different
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Exploring Facebook profile to check
availability of public information

Arranging the infromation in
categories according to
proposed system

assigning score for
Ease of identification

l

assigning score for
Circumstances of
breach

!

calculating the
severity of individual
information type

!

comparing the scores
with experts score

!

Generating final
resulis

FiGURE 3.3: Methodology diagram of proposed system

types of information that can be extracted are then scored in case of availability.
The scoring is done using the recommendations of the previously discussed equa-
tion. Firstly all the information types are arranged in categories and their score
is assigned, in the next step for each information type, the EI(Ease of identifica-
tion) parameter is scored by checking the recommendations.The ”circumstances of

breach” parameter also known as the CB is scored by checking the circumstances
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related to the security parameters. In the proposed solution, this attribute works
by keeping the consequences that can occur if a specific information is tailored in
performing a social engineering attack. The score is given by carefully finding the
examples of social engineering attacks that could use a certain type of information,
that is publicly available on Facebook profile. once a suitable example is found it
is then mapped with the examples present in the recommendations and a score is

assigned.



Chapter 4

Experiment and Results

This chapter provides the details about the experiment that was performed for the
proposed system and the results that were generated. As the research methodology
that is being used is the Experimental research methodology, an experiment is
performed to get to know the results of the proposed system As described in
the previous chapter the objective is to define the severity levels for information
that are publicly available on social media profiles. Information from the profiles
will be collected and analyses will be performed to produce the results. This
whole procedure involves exploration, experiments and evaluation. So, the research
methodology that will be used to carry out the research will be Experimental

research methodology.

4.1 Experimental Setup

This section explains the whole experiment process. The experiment will include
the selection of social media platform, selection of information type and then
scoring from experts and the proposed solution, and the comparison between them.
The steps and the preparation that was involved in the experiment of the proposed
system is described in detail in this section. All the steps are explained in detail.

If there is any extra step involved, that is also explained.

37
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4.1.1 Choosing the Appropriate Social Media Platform

The social media platform that is used to perform the experiment and collect
information is Facebook. As it provides a comprehensive list of information that
are available on a specific profile as compared to other social media platforms such
as Instagram, Twitter and LinkedIn. Moreover, attributes that are available are

mostly personal.

4.1.2 Proxy Settings of Profile Information on Facebook
User Profile

When a new profile is created on Facebook, it is created with default proxy settings.
The proxy settings on Facebook profiles basically decides the group of people than
can see a certain information on that profile. The proxy settings, an individual

can apply to a specific information on his/her profile are as follows:

e Public

Friends

Friends Except

Specific Friends

Only me

4.1.3 Public

The public proxy sets the information to be seen by anyone who has a profile on
Facebook. Any information that is provided and has its proxy set to public, will
be displayed to everyone with a profile on Facebook. There are many information
types, for which the privacy settings are set to public by default. A complete
information list with default list of privacy setting for that information, is provided

later in this section.
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4.1.4 Friends

The friends proxy sets the information to be seen by only those who are added as

friend in the profile with the information.

4.1.5 Friends Except

This type of proxy works almost same as the friends but with a little change, that,

you can exclude a specific group of friends who cannot see that type of information.

4.1.6 Specific Friends

The ”Specific friends” proxy works opposite to the ”Friends Except” as it sets the

information to be seen by only a specific group of friends.

4.1.7 Only Me

This setting of proxy restricts the information to be seen by only the person with

the profile.

4.2 Information Types and Presence on Face-

book User Profiles

A profile with default proxy settings on Facebook contains the following types of

information that can been seen publicly.

1. Work/Job
2. Residence

3. School/college
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4. Relationship status

5. Hobbies

6. Family members

7. Details about you

8. Life event

9. Contacts(Shown to friends on default settings)
10. Questions/answered
11. Birthday

12. Gender

4.3 Severity Scores of Information by Field Ex-

perts

Once the information types and their presence is checked from the profiles of
Facebook, their scoring process starts. As described in the methodology section,
the information types are scored by the proposed methodology as well as the field

experts and the scores are then compared for the evaluation purpose.

To get the scores of severity of publicly available information on Facebook profiles,
from experts, a questionnaire was prepared by using the ” Google Forms”. As this
questionnaire is related to research, so some guidelines were adopted from the

literature [38] and the questionnaire was prepare accordingly.

Once designed, this questionnaire was then distributed to some field experts that
answered the questions asked in the questionnaire. Each expert was asked to fill
the questionnaire by carefully reading the question statement. A total of twelve
responses were received from the experts. The designed questionnaire is attached

under Appendix A.
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4.4 Severity Scores of Information by Public

A similar questionnaire was also prepared for scoring of severity from public. The
purpose of this questionnaire is to get an understanding of, how the general public
understands the importance of information on their Facebook profiles with respect

to cyber-attacks. See Appendix B for questionnaire.

4.5 Questionnaire Contents

Both the questionnaire consisted of similar questions, except the section asking
for basic field related or personal information. The questions asked for severity
scoring of publicly available information on Facebook profile, in the questionnaire

from experts are as follows:
1. How critical a profile should be if it contains the information about job
organization and job position of the user? (Work/Job place information)

2. What should be the severity of a profile that contains the living place or

residence information of the user?(Residence)

3. How critical can it be on a scale of 5, if a profile contains the educational

information like School/college /university, 7
4. How would you rate a profile with Relationship status information?

5. How, a profile that contains information about hobbies of the user can be

rated on the given scale?

6. What should be the severity level of a profile that tells about family members
of the user of that profile?

7. How a profile, that contains extra details about person with the profile such

as nickname, can be rated?
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8. How would you rate a profile that contains answers to most popular questions

such as, Favorite writer, favorite sports?

9. What do you think about criticalness of a profile that contains life event

information?

10. According to you how a profile containing several type of contact information

such as, email and phone number of the user can be rated?

11. What should be the severity level of a profile that contains birthday infor-

mation of the user of that profile?

12. What should be the severity level of a profile that contains Gender informa-
tion of the user of that profile?

Each expert answers all of these questions and assigns a score from 0-4 where:

0 = No criticalness

1 = less critical

e 2 = moderately critical

3 = critical

4 = highly critical

In the end a final average score will be calculated for each type of information.

4.6 Scoring the Information Using the Proposed
System
For scoring the severity of the publicly available information on Facebook profiles

by using the proposed system, there are several steps that are followed. Each of

the step and the process is explained in detail in this section.
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4.6.1 Information Presence Check

First of all, to calculate the scores for the information found on a specific profile
of Facebook, the type of information and their presence must be checked.

Once the information type and presence is checked, the information presence ma-
trix or an information presence table is created that tells us about the important

personal information that can be found easily on a profile of Facebook.

4.6.2 Information Categorization

In this section, according to the recommendations of ”GDPR methodology of
assessing severity of a data breach” each type of information is categorized in
their respective categories. A total of twelve different types of information was
found on a profile. These information types lie in 2 different categorize according
to the recommendations as shown in table 4.1. From the available information

TABLE 4.1: Categories of Information type

Category Information type Score

Work/job 1
Education

Contacts

Residence

Simple Data Family Members
Birthday
gender
Life events

relationship Status
Hobbies

Residence/Location 2
Behavioural Data Popular Questions
Details about you

the information type ”Residence/Location”, ”Question/Answered” (tells about
the liking and disliking of a person) and the ”Details about you” (tells about the
nickname/maiden name, favourite quotes, blood donations etc) are categorized

under the Behavioral data category with basic score as 2.
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For the rest of the information types that are "work/Job information, Educa-
tion information, contacts, Residence, Family members, date of birth, gender, life
events, relationship status, and hobbies” are categorized under the Simple/Bio-

graphical data with basic score as 1.

4.6.3 Ease of Identification Scoring

As described earlier that this parameter is basically scored on the easiness of the
identification of a specific person based on the breached data. Also how easily the

available information can be matched with a specific person.

When we talk about a social media profile, every information that is found there,
belongs to the person with the profile. So, identification factor becomes very easy.
Moreover, presence of a profile picture, also makes it easy to match the information
to the individual. On the basis of these factors, the score of this parameter is set

to maximum, which is 1.

So the Score for "EI” parameter for every information type is considered 1.

4.6.4 Scoring Circumstances of Breach

The final parameter that needs to be scored depends upon the circumstances
that can occur due to the breach of data such as loss confidentiality, integrity,
availability and malicious intent.

As the proposed study is done for the information present on Facebook profile and
the importance of that information in context of social engineering attacks. Or
simply, what role an information can play in making the person a victim of social
engineering attack.

This parameter can also be considered as the consequences of information leakage
in context of social engineering attack.

For scoring this parameter, the recommendation examples and the examples in

literature related to social engineering attacks is considered and then the scores
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TABLE 4.2: Consequences of data breach

Information Consequences Score recommendation reference
Work/Job Shoulder 2 Malicious intent [37]
surfing
School/College/Uni  Baiting 2 Malicious intent [37]
Contacts Phishing - at- 2 Malicious intent [37]
tack
Residence Location 5 Lpgs of confiden- 6
leakage tiality
Personal
Family Members  information 2 IfOS.S of - confiden- [6]
tiality
leakage
: Nick/maiden Loss of confiden-
Details about you Name leakage tiality 6
Birth Date Age  predic-, Loss of confiden- g 1aq
tion tiality
Educational
Life events bgrnd predic- 2 LOS.S of - confiden- [29]
. tiality
tion
Marital sta-
Relationship status tus/Family 2 IfOS.S of - confiden- 2]
. tiality
life
personal in-
Gender fo/Identity 2 ?io?ist of - confiden- 2], [39]
Theft Ay
Popular Questions personal pref- 5 Losg of confiden- 135]
erences tiality
Hobbies personal pref- 9 Logs of confiden- (35]
erences tiality

are assigned to each type of information.
The scores for each type of information after carefully consulting the literature

and the recommendations is provided in table 4.2.

First information is the ”Work/Job” information. If a person has revealed the job
position and the organization he/she works at then a shoulder surfing attack can
be performed and even a dumpster diving type of social engineering attack can
also be performed. So, This type is scored to 2 on the basis of "malicious intent”
recommendation from [35].

Just like the work and job place information, if a person has revealed the education

and the institute where he studies, then an attacker can approach and perform a



Experiment and results 46

baiting attack on the victim. on this base, the score of this parameter is also set

to 2.

In the next row, the contact information is mentioned, if we talk about the phishing
attacks, then contact information plays an important role in such attacks where
an attacker can send phishing emails and messages to victim and lure the victim

in a trap. This sets the score of this information type to 2.

If a person has revealed his Family members and best friends on his profile. The
attacker can perform profile cloning or identity theft attack by creating a fake
profile with the same information as one of the victim’s relative or friend and
maybe succeed in making the victim to disclose some important function. This
and the reason that this type of information is considered personal results the

score to be set to 2.

Revealing the gender information can help in identity theft, The Birthday tells
about age, from the life event information, educational background can be pre-
dicted, similarly popular questions and hobbies tell about the personal preferences
of a user. just like this, against each type of information, the possible consequence
is written and the score after considering the recommendation and reference is

assigned.

4.6.5 Calculating the Final Score for Each Information

Type

After the calculation of scores for each parameter, the required operations are
performed on the parameters to calculate the final severity score for each type of
information. To calculate the final score, the value of first parameter is multiplied
with the value of second parameter and then the value of consequences is added
to get the final score.

The multiplication provides an initial score and then depending upon the conse-
quences with respect to cyber-attacks or information leakage, a score is added in

the severity to compute the final score.
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4.6.6 Results of Proposed solution

The results of proposed solution are generated after assigning the values of each
parameter of the equation and then performing the required operations.

The complete details of the scoring of information are provided in the table 4.3.

TABLE 4.3: Scores of proposed solution

Information DPC EI CB Final severity

Work/Job
Residence
School /College
Relationship Status
hobbies
Family Members
Details about you
Popular questions
Life event
Contact Information
Birthdate
Gender

—_

UG G G UG GG G GG GG G G G g
DN DNDDNDNDNDDNDDNDDN
W W W W B WWWWhk Ww

— o = NN = = =N

In the first column of the table, information types are written. The second column
shows the scores assigned after the categorization of each type of information also
known as the ”Data processing context”. The third column displays the ”"Ease of
identification” score and the fourth column shows the score for the consequences

of breach.

The first two values are multiplied together to generate an initial value and then,
depending on the consequences that can occur with respect to cyber-attack such
as social engineering attack, a value is assigned and added to the score to generate
a final score. Same like this, severity scores for each type of information are

calculated and written in the table.

4.6.7 Comparison of the Scores with Expert Scores

As discussed earlier, that a questionnaire is designed to get a severity rating for

each type of available information on a Facebook profile. Once the scores from
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TABLE 4.4: Professions of Field Experts

Profession Percentage of experts in the profession
Self-Employed 16.7
Professor/Teacher 58.3
Developer 8.3
IT-Specialist 8.3
Info-Security Specialist 8.3

experts are gathered, they are compared with the scores calculated by the proposed
system. By doing the comparison the proposed system is evaluated and a final

verdict and conclusion is drawn.

4.7 Results of Questionnaire

The results obtained from the questionnaire, that was submitted by the field ex-

perts are discussed in table below:

Out of all the experts that submitted the questionnaire:

58.3% are Professors in a well-reputed university

16.7% are self-employed

8.3% are developers

8.3% are IT specialist

8.3% are Information security specialist

The second question was asked about the field of work. Each expert was asked
about the specific field in which he/she works. And the results of this question

are as follows:

e 25% are penetration tester

e 8.3% work in cryptography
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TABLE 4.5: Field of Work of Experts

Field of Work Percentage of experts in the Field
Penetration Tester 25
Cryptographer 8.3
Security Analyst 16.7
Security Consultant 33.3
Security Administrator 16.7

e 16.7% are security analysts
o 33.3% are security consultants

e 16.7% work as a security administrator

Third question was regarding the experience:

e 91.7% have one to five years of experience

e 8.3% have six to ten years of experience

The remaining questions were asked regarding to the information present on the
Facebook profile and how critical it can be with respect to social engineering

attacks. On the next page, The scoring done by the experts is explained.

The statistics of scores provided by the experts to the information types are shown
in table 4.6. In the table, The first column shows the information type that can
be found on a specific profile. The remaining columns are labeled as the possible
score. Each cell in the table tells the percentage of experts who selected a specific

value against any information type.

For each type of information each field expert assigned a score and on the basis
of total responses, as shown in the table, 0% experts scored work/job as 0 (no
criticalness). 16.7% scored it as less critical. 33.3% scored this information as
moderately critical. again 33.3% scored it as critical and finally 16.7% scored the
information as highly critical. Just like this every type of information is assigned

a score from experts and the statistics are displayed in the table.
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TABLE 4.6: Scores of experts

Information 0 1 2 3 4
Work/Job 0 16.7 333 333 16.7
Residence 0 16.7 25 50 8.3

School/College 0 333 41.7 25 0

Relationship Status 0 33.3 41.7 25 0
hobbies 0 50 333 167 O
Family Members 0 83 333 25 333

Details about you 8.3 33.3 50 0 8.3
Popular questions 8.3 41.7 33.3 16.7 0

Life event 8.3 83 41.7 333 83
Contact Information 0 0 8.3 41.7 50

Birthdate 83 16.7 50 16.7 8.3
Gender 75 83 167 0 0

The Pie-charts of each question that is answered are provided in the next section.
Each pie chart displays the percentage of experts, who selected a specific answer

to each of the question.

The description of some of the pie charts of experts is as follows:

1. Work/Job: In Figure 4.1 16.7% think that it is less critical 33.3% think,
it is moderately critical. 33.3% think it is critical and 16.7% think that it is

highly critical.

2. Residence: In Figure 4.2 16.7% think that it is less critical 25% think, it is
moderately critical. 50% think it is critical and 8.3% think that it is highly

critical.

3. Relationship: In Figure 4.4 33.3% think that it is less critical 41.7% think,

it is moderately critical. 25% think it is critical.

4. Contact: In Figure 4.10 8.3% think, it is moderately critical. 41.7% think
it is critical and 50% think that it is highly critical.

5. Gender: In Figure 4.12 75% think that it has no criticalness. 8.3% think
that it is less critical 16.7% think, it is moderately critical.
Just like this all the scores are represented in the form of pie charts in the

figures displayed.
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1. How critical a profile should be if it contains the information about job organization and job
position of the user? (Work/Job place information)

12 responses

@ 1 (No criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ ¢ (Critical)

@ 5 (Highly Critical)

FIGURE 4.1: Q1: for Expert
2. What should be the severity of a profile that contains the living place or residence
information of the user?(Residence)

12 responses

® 1 (Mo criticalness)

@ 2 (Less Critical)

© 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.2: Q2: for Expert

3. How critical can it be on a scale of 5, if a profile contains the educational information like
School/college/university, 7

12 responses

® 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.3: Q3: for Expert
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4. How would you rate a profile with Relationship status information?

12 responses

® 1 (Mo criticalness)

® 2 (Less Critical)

® 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.4: Q4: for Expert

5. How, a profile that contains information about hobbies of the user can be rated on the
given scale?

12 responses

@ 1 (Mo criticalness)

® 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.5: Q5: for Expert
6. What should be the severity level of a profile that tells about family members of the user of
that profile.

12 responses

@ 1 (No criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.6: QG6: for Expert
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7. How a profile, that contains extra details about person with the profile such as nickname,
can be rated?

12 responses

® 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FiGuUre 4.7: Q7: for Expert

8. How would you rate a profile that contains answers to most popular questions such as,
Favorite writer, favorite sports?

12 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FI1GURE 4.8: Q8: for Expert
9. What do you think about criticalness of a profile that contains life event information?

12 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FicURE 4.9: Q9: for Expert
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10. According to you how a profile containing several type of contact information such as,
email and phone number of the user can be rated?

12 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FiGURE 4.10: Q10: for Expert
11. What should be the severity level of a profile that contains birthday information of the
user of that profile?

-
",

Ficure 4.11: Q11: for Expert

12. What should be the severity level of a profile that contains Gender information of the user

® 1 (Mo criticalness)
8.3% ® 2 (Less Critical)

@ 3 (Moderately Critical)

@ 4 (Critical)

@ 5 (Highly Critical)

FIiGURE 4.12: Q12: for Expert

12 responses

@ 1 (Mo criticalness)

® 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

of that profile?

12 responses
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4.7.1 Average of Severity Scores from Experts

Total of twelve field experts responded to the questionnaire. For the twelve of the
experts who filled the questionnaire, each person assigned a severity rating to a

specific information type.

The score assigned by each expert is summed up and then divided by 12 to calculate
an average severity rating for a specific type of information. The detailed average

scores are shown in table 4.7

TABLE 4.7: Average of scores of experts

Information Type Average Score

Work/Job 2.5
Residence 2.5
School/College 1.9
Relationship Status 1.9
hobbies 1.6
Family Members 2.8
Details about you 1.6
Popular questions 1.5
Life event 2.25
Contact Information 3.4
Birthdate 2
Gender 1.4

In the table, the first column displays the type of information and the second col-
umn displays the calculated average score for that information type. The average
is calculated by adding the assigned score of all experts for each information, and
then the sum of all scores is divided by twelve to get an average score. This same
formula is applied for calculating the average of all information types. After cal-
culating the average of expert’s assigned scores, the results after the computation

of average are as follows.

The severity score for Work/job information becomes 2.5, the score of residence
information is 2.5. school/college type information score is 1.9. Similarly, the
score for contact information is 3.4, the score for gender type information is 1.4.
Just like this calculated average score for each type of information is displayed

against the information type.
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4.8 Scoring of the Information Types by General
Public

Just like the method of getting scores from experts, where a questionnaire was
sent to experts and each one of them provided a score to the information type. A

similar questionnaire was designed to get an understanding of public.

How the general public understands information on social media. and what is
the importance of a specific type of information that is found on the profile of
Facebook. To get an insight of this concept, a similar questionnaire with almost
the same number and type of questions were asked from the public. Except that
the target audience of this research is the student and the employers of any or-
ganization. The overall statistics of the responses received from public are as

follows.

From the overall participants who responded to the questionnaire:

e 61.1% were Students

e 38.9% were employee of some organization

The major audience who solved the questionnaire consists of students. Rest of the
questions in the questionnaire, sent to public were same as of the questionnaire

provided to the experts.

The overall statistics of the results of public questionnaire is displayed in table

4.8.

Unlike the scores obtained from the questionnaire of experts, here it can be seen
that the information type work/Job is scored as zero or non critical by 9.5% of the
public. 21.4% scored it as less critical. 31% scored the information as moderately
critical. 24.6% assigned critical score that is 3 to this information and 13.5% think
that this information is highly critical. A difference between the scores of public

and the expert can be seen from the results. There are some information types,
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TABLE 4.8: Scores of public

Information Type 0 1 2 3 4

Work/Job 95 214 31 246 135
Residence 12.7 20.6 19.8 24.6 22.2
School/College 159 27 27 183 119
Relationship Status 18.3 24.6 325 175 7.1
hobbies 246 278 27 175 3.2
Family Members 7.9 206 254 214 246
Details about you  27.8 23.8 23.8 12.7 11.9
Popular questions  24.6 30.2 23.8 16.7 4.8

Life event 24.6 23.8 238 175 10.3
Contact Information 7.9 10.3 20.6 20.6 40.5
Birthdate 159 33.3 26.2 12.7 11.9
Gender 23.8 31 206 19 56

that the public thinks is not important with respect to the social engineering
attack and information leakage.

Similarly, the table contains all the available information types in the first column
and possible score in the rest of the columns. Complete statistics regarding the

scoring of the information is provided in the table.

4.8.1 Average of Scores Assigned by Public

Total of 126 public members filled the questionnaire and assigned a rating to
the questions asked. The scores that were assigned by the public against each
information type is summed up and divided by 126 to calculate the average severity
score of the information type. The detailed scores are shown by using the pie charts

and tables.

After observing the responses and calculating the average scores of the information
types, the average of work/job information becomes 2.11. residence information’s
average severity is 2.23 and just like this, average severity score of each information
type can be seen in the table 4.9. The table displays the average score calculated
for each type of information, the work and job information has average score 2.11,
where as the score for residence is 2.23. Just like this, each information type has

its average score written in front of it in the table given. The pie-charts of the
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TABLE 4.9: Average of scores of public

Information Type Average Score

Work/Job 2.11
Residence 2.23
School/College 1.83
Relationship Status 1.70
hobbies 1.46
Family Members 2.34
Details about you 1.57
Popular questions 1.38
Life event 2.13
Contact Information 2.75
Birthdate 1.71
Gender 1.51

public scores are provided and just like the previous charts, these also show the

percentage of public that selected a specific answer for an information type.

As can be seen in the pie charts. For the following information types:

1. Work/Job: In Figure 4.13 9.5% think that it has no criticalness. 21.4%
think that it is less critical 31% think, it is moderately critical. 24.6% think
it is critical and 13.5% think that it is highly critical.

2. Residence: In Figure 4.14 12.7% think that it has no criticalness. 20.6%
think that it is less critical 19.8% think, it is moderately critical. 24.6%
think it is critical and 22.2% think that it is highly critical.

3. Relationship: In Figure 4.16 18.3% think that it has no criticalness. 24.6%
think that it is less critical 32.5% think, it is moderately critical. 17.5%
think it is critical and 7.1% think that it is highly critical.

4. Contact: In Figure 4.22 7.9% think that it has no criticalness. 10.3% think
that it is less critical 20.6% think, it is moderately critical. 20.6% think it
is critical and 40.5% think that it is highly critical.

5. Gender: In Figure 4.24 23.8% think that it has no criticalness.31% think
that it is less critical 20.6% think, it is moderately critical. 21.9% think it
is critical and 5.6% think that it is highly critical.
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1. How critical a profile should be if it contains the information about job organization and job
position of the user? (Work/Job place information)

126 responses

® 1 (Mo criticalness)

® 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.13: Q1: for Public

2. What should be the severity of a profile that contains the living place or residence
information of the user?(Residence)

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.14: Q2: for Public

3. How critical can it be on a scale of 5, if a profile contains the educational information like
Schoolicollegefuniversity, ?

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

F1GURE 4.15: Q3: for Public
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4. How would you rate a profile with Relationship status information?

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.16: Q4: for Public

5. How, a profile that contains information about hobbies of the user can be rated on the
given scale?

126 responses

@ 1 (No criticalness)

@ 2 (Less Critical)

© 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)
24.6%

FIGURE 4.17: Q5: for Public

6. What should be the severity level of a profile that tells about family members of the user of

that profile.

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.18: Q6: for Public
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7. How & profile, that contains extra details about person with the profile such as nickname,
can be rated?

126 responses

@ 1 (No criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.19: QT: for Public

8. How would you rate a profile that contains answers to most popular questions such as,
Favorite writer, favorite sports?

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.20: Q8: for Public

9. What do yvou think about criticalness of a profile that contains life event information?

126 responses

® 1 (Mo criticalness)

® 2 (Less Critical)

& 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.21: Q9: for Public
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10. According to you how a profile containing several type of contact information such as,
email and phone number of the user can be rated?

126 responses

@ 1 (Mo criticalness)

@ 2 (Less Critical)

© 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FI1GURE 4.22: Q10: for Public

11. What should be the severity level of a profile that contains birthday information of the
user of that profile?

126 responses

® 1 (Mo criticalness)
® 2 (Less Critical)
@ 3 (Moderately Critical)
@ 4 (Critical)
@ 5 (Highly Critical)
.\.
N\ 15.9%

Ficure 4.23: Q11: for Public

12. What should be the severity level of a profile that contains Gender information of the user
of that profile?

126 responses

@ 1 (No criticalness)

@ 2 (Less Critical)

@ 3 (Moderately Critical)
@ 4 (Critical)

@ 5 (Highly Critical)

FIGURE 4.24: Q12: for Public
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4.9 Comparison of Proposed System Results with
Experts’ Results

After the completion of result generation from both the proposed system and the
expert questionnaire. The next step is to perform the comparison and check the

difference between the scores.

For this purpose the percent difference formula will be used.

4.9.1 Percent Difference

The percent Difference is referred to as the relative difference between two values
L. Tt is calculated by multiplying the ratio of their difference and their average

with 100.

For comparing the two results, this percent formula is used and the difference

between the values is expressed in percentage in the table below:

TABLE 4.10: Average of scores of public

Information Type Proposed results Expert’s results Percent Difference

Work/Job 3 2.5 18.18
Residence 4 2.5 46.15
School/College 3 1.91 44.06
Relationship Status 3 1.91 44.06
hobbies 3 1.66 57.14
Family Members 3 2.83 5.71
Details about you 4 1.66 82.35
Popular questions 4 1.58 86.56
Life event 3 2.25 28.57
Contact Information 3 3.14 12.77
Birthdate 3 2 40
Gender 3 1.41 71.69

Table 4.10 shows the comparison of the two results and calculates the percent

difference.

Thttps://byjus.com/percent-difference-formula,/
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FIGURE 4.25: Percentage difference of the two results

To calculate the percent difference of Work/Job information type, the expert’s
score is subtracted from the score of proposed system. Then the average is calcu-
lated by adding both the values and dividing by two. once the average is calculated,
it divides the subtraction result and a multiplication with 100 is performed to gen-
erate the percent result. Hence, the work/job information’s percent difference is

calculated as 18.18.

The operations for calculating the percent difference of the work/job information
are repeated for every type of information and the relative difference is found

between the two scores.

In Figure 4.25 percentage difference can be seen. The information types with

relative difference, less than 50% are as follows:

1. Work/Job with difference = 18.18%

2. Residence with difference = 46.15%

3. School/College/university with difference = 44.06%
4. Relationship Status with difference = 44.06%

5. Family Members with difference = 5.71%
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6. Life events with difference = 28.57%
7. Contact with difference = 12.77%

8. Birthday with difference = 40%

After analysing the scores and difference it can be seen that the family member,

Contact, Work/job scores are calculated with a very less difference.

4.10 Inter-rater Agreement

For a better understanding of the scoring of information severity and to know the
agreement of the experts upon a specific information type.

TABLE 4.11: Inter-rater agreement of experts over each information type

Information Type Inter-rater Agreement

Work /Job 21%
Residence 29%
School/College 29%
Relationship Status 29%
hobbies 33%
Family Members 23%
Details about you 30%
Popular questions 26%
Life event 24%
Contact Information 38%
Birth date 26%
Gender 56%

Table 4.11 shows the agreement of experts over the scores of a specific type of
information. As discussed earlier each expert has provided a score against each
type of information and has given a severity level. For a better understanding and
to know about how much experts agree with each other. The inter-rater agreement
is calculated for each type of information within the twelve experts that provided

the score.

The results show that their is 21% agreement between the scores of work/job infor-

mation. Similarly for information type Residence, Educational info,Relationship
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status 29% agreement can be seen. between all these information the highest
agreement is for the Gender information, where 56% of the experts agree. The

results can also be seen in the chart below.

0% 56%
50%
T apm a5
2 9% 9% 29% 0% e
T OO0% aqee——— W DA% 26% -5
w
» 20%
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FIGURE 4.26: Inter-Rater Agreement of the experts

4.11 Recommendations

Upon critically analysing the publicly available information on Facebook with re-
spect to Cyber attacks, such as Social Engineering attack. It is found that there
are several types of attacks or ways that can be adopted by any hacker or attacker
to perform an attack on the user. Such as phishing attack by use of phishing
emails on a user, who has provided the contact information on his/her Facebook
profile.

A hacker can use the publicly available contact information from a user’s Face-
book profile and send him phishing links via his email or contact number and lure
him in a trap. Just like this example there can be many types of ways, a user
can be targeted and damaged. This section provides a list of recommendations
for the users of social media platforms. By adopting and following these recom-
mendations, one can avoid and minimize the possibility of being attacked on any
of the social media platform. A list of recommended steps to avoid any attacks
are provided in the next section. All the recommendations, that are provided, are

based on the findings of this research.
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e Information Revelation: While a user is creating a Facebook account, it
requires some personal information to complete the profile creation process.
Such as, a user’s first and last name, date of birth, contact information like
email or contact number and gender etc. is required at the time of profile
Creation. Once the profile is created, to connect with the rest of the world
and to find the people with similar interest and field, Facebook needs some
additional information such as your Job information, your educational back-
ground, hobbies, favorite artist/movies etc. But providing these information
is always optional. A user can decide whether he/she wants to provide an
information or not. So, it is recommended that at the time of profile cre-
ation or even while setting your profile, a user should carefully observe and
check, which information the platform is asking and if it is really necessary

to provide it or not.

e Privacy Settings: First and foremost recommended step for avoiding the
information leakage is by setting the proper privacy configuration on the
provided information. Facebook provides several privacy settings for the
information and data provided on a user’s profile. These privacy settings
include several options like public, friends only and only me etc. These
privacy settings are already explained earlier in detail in this chapter. A user
should carefully set the privacy settings on each of the provided information
on his/her profile. As an information leakage can be a cause of confidentiality

breach and can even cause some potential damage in worst case.

e Friend Requests: Once the profile completion process is complete, if the
user has not set up the privacy configurations on the information provided
on the profile, the Facebook sets the settings to default. On default settings
some of the information is only shown to the friends. Adding friends on
Facebook is one the main feature of all the social media platforms. This
feature allows users to send and accept friend requests of people from all
over the world. A user may receive many requests on daily basis, it is hereby
recommended to verify and review the profile of the request sender. A hacker

can also approach a user by stealing his family/friends account.



Experiment and results 68

e Unknown/Phishing Messages: Many of the phishing attacks are launched
by phishing emails or phishing messages. A user can be lured in an attack
by the use of phishing links. Usually phishing attacks start by the sending
a message to the victim that contains an interesting context and a link. For
example, an attacker can send a message regarding a party’s picture gallery
and have link attached with the message or email. Upon clicking the link a
script can be executed and user login credentials can be captured. So, upon
receiving any such message from some unknown user or even a friend, it is
recommended to not click the links until unless it is verified that the link is

not malicious.

Also, to avoid such attacks, a user should keep the contact information

private and only share the information with others, when necessary

e Educational and Work information: Some users provide educational
information on their profiles, such as current school or university on their
profiles and make it public. An attacker can approach the user and perform
the baiting attack on the victim. Similarly, some users reveal the work and
job information, such as job position and the organization that they work
in. Such users can become the victim of the shoulder surfing attack. In
such cases, it is recommended that such information should be kept private,
because in worst cases, they can be a cause of damage at personal or even

organization level.

The findings of the study suggest that each and every type of information,
that is provided on these platforms has its own importance and they should

not be made public.



Chapter 5

Implementation of the Proposed

System

5.1 Introduction

After the completion of the scoring phase and comparing the result with scores
of experts, the proposed solution can be implemented using any of the current

platforms. A demonstration of the basic implementation is provided in this section.

5.2 Implementation Technology

For the implementation of the system, an android application is built using JAVA
and the XML interfaces.

Currently the app is used to provide login interface, where a user can login in the
application and check the publicly accessible information present on the profile of
that individual.

Once logged in the app shows another screen where it shows the publicly acces-
sible information. Now as the information is gathered, the proposed solution can
be applied to it to calculate the final severity scores of each type of accessible
information.
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5.2.1 Android Studio

Android studio is an IDE(Integrated Development Environment). It is used by
the developers to develop android OS based applications. For developing the
android application of the proposed system, this IDE is used and the programming
language used for writing the back-end logic is JAVA.

5.2.2 JAVA

JAVA is a programming language, that is classified in the High-level Category of
the programming languages. This language is used by the developers to create
different types of applications such as, android applications, desktop application,

web application and Enterprise applications.

This language is used to develop the android application for the proposed system.

Mainly, it will be used write the back-end code of the application.

5.2.3 XML

"Extensible Markup Language” also known as XML is a language that is mostly
used to create the interfaces of different types of application. The android plat-
form also uses XML to design and modify the interfaces of the application. This

language is also used for storing the data in a specific format.

5.3 FACEBOOK Graph API

The Facebook Graph API is the HTTP-based API that is mainly used for the
purpose of linking third party applications to Facebook social media platform.
Also this API helps to query a specific type of data from Facebook or sending
data to Facebook.

For the application of the proposed system this API is used to provide users the
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Facebook login functionality and then the desired information is gathered by using
the API’s ME method.
The Graph API is a free tool to be used by the developers and it provides a vast

range of functionalities.

5.4 Interfaces of the Application

This section provides the interfaces to the developed application and their working.

5.4.1 Login Screen

Figure 5.1 shows the Main screen of the android application. The screen is de-
veloped using android studio and the XML language. The XML is used to write
the front end code and JAVA programming language is used to write the back-end
logic. This app allows the user to easily login the Facebook profile upon pressing

of a single button. The button connects the user to the Facebook login activity.

10:14 AM | 6.3KB/s® B atll all =, @D 68

FacebookAssignment

(£ ) Continue with Facebook

FIGURE 5.1: Screen 1: Login Screen

As shown in the figure 5.1 the android application first provides a button to the
user that displays the text ”Continue with Facebook”. Upon pressing the button
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the app makes a call to the Facebook application and prompts the login function-
ality. The user is automatically logged in if he/she is logged in, in the Facebook
application. Otherwise, the app shows a login screen sent by Facebook API and

then the user gives the credential for his/her profile.

5.4.2 Information Screen

The figure 5.2 shows the interface for the second screen of the android application.
For the development of the interface, markup language used is XML and the the

formatting of the data to be displayed on the screen is done by using the same

language.

Once the user provides the login credential the app gets the access to the profile

information. This is done by using the Facebook Graph API. The app then, Makes

ID:

Name:

Location:

Languages

Date of Birth:

Email:

First Name:

Last Name:

Gender:

Home Town:

Favorite
Athletes:

Age Range:

FacebookAssignment

10221563816224052
Usman Mustafa

{"id":"11150122553640
7""'name":"Islamabad,
Pakistan"}

[{"id":"106059522759
137""name":"English
language"}]

10/23/1990
maniimaster@gmail.com
Usman

Mustafa

male

{"id":"1063592260667
17","name":"Chakwal,
Pakistan"}

[{"id":"672536629754441",'"name":
"Throttle Inspiration by Mehwish
Ekhlaque"}]

{"min":21}

FIGURE 5.2: Screen 2: Information Screen
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a call to the ME function of the Graph API and also sends the type of information
that is required. The Graph API returns the information in the JSON object

format. That object is then parsed and the required information is filtered out.

5.5 Further Working of the Application

The previous sections provided the in-depth working of each activity and interface
and their working. It can be seen that the app is successful in gathering and storing
the available information that is publicly accessible from a profile of Facebook. The
next step is to apply the proposed technique on the extracted information types
and calculate the severity ratings according to the proposed scale 5.3. It can be
done by calculating the value of each type of parameter for the equation and then

performing operations to calculate the actual score of the severity.

FacebookAssignment

1D: 10221563816224052
Name: Usman Mustafa
Location: {"id":"11150122553640
7""'name":"Islamabad,
Pakistan"}
Language
s
[{"id":"106059522759
137""name":"English
Date of language"}]
Birth:
10/23/1990
Email:
maniimaster@gmail.com
First
ALk Usman
Last Mustafa
Name:
male
Gender:
{"id":"1063592260667
Home 17"'name":"Chakwal,
Town: Pakistan"}
Favorite [{"id":"672536629754441"'n
Athletes: ame":"Throttle Inspiration by
Mehwish Ekhlaque"}]
Age
Range: {"min":21}
FIGURE 5.3: Screen 3: Information with scores
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Conclusion and Future Work

A system is proposed to calculate the severity of publicly available information on
a Facebook user profiles. The scores are calculated through different steps. Pub-
lic understanding of social network based cyber-attacks and information privacy
is understood by preparing a questionnaire. Moreover, for comparison of scores
of proposed system, the severity of information type is assigned from the field
experts. After the comparison the correlation is computed by calculating the per-
centage difference. The results show that the family member, Contact, Work/job
scores have very less difference as compared to the scores of experts, which is 5.71,
18.18, 12.77 respectively. An android based implementation is also done and it is
demonstrated that an application can be built using the idea. From the compre-
hensive Literature review, it was identified that no work has been done in the past

in this direction. for the future work:

e This idea can be improved by introducing more correlation coefficients to

increase the credibility of the solution.

e Training of general public as well as students and employees can be done to
make them aware of the threats and criticalness of the information that they

make public on their social media profile.

e For the implementation point of view, the app can be made better by ex-
tracting more information and performing the calculations on the data.
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e An Auditing tool can be developed by using this idea, for different organi-
zations, where the social media profiles of employees can be fed to the tool
and checked for the public information. The tool can check the profiles of
employees and notify about the information that is present on the profiles,
that can be cause damage or can be used in performing social engineering

attack.

e The android application will be uploaded to the Google Play Store and the

reviews of general public will be analyzed to improve the idea.



Appendix A

Questionnaire Design for Experts

This section contains the Questionnaire, that was designed to get the scores of
information types from Experts. The questionnaire is available online https://

docs.google.com/forms/d/1GYROumVC7EfKXq6NCS-eHVE6rAuaW0Z0Wvvp_AKFE2Q

Severity assessment of publicly available
personal information on social media profiles

Dear sir/Madam,
I am conducting a research to assess the severity of publicly available personal information on secial media
profiles with respect to social engineering attack.

***Social Engineering attacks***
Social engineering attacks depend on social interaction between humans and manipulating them into disclosing
sensitive information that can be used to perform damage to the people or aorganization they work in.

Attackers often use social platforms to extract some useful information regarding their target
organization/person and to find the right person to start the attack with. People using social platforms such as
Facebaok provide many types of informaticn on their profiles (i.e., job location, jeb position, current city, check in
etc.) that could lead them to be a victim of social engineering attacks.

Example Scenario:

An employee of an organization, that has revealed the job information on Facebook, can be a victim and target of
social engineering attack. An attacker can get in touch and pretend to be a kind person and over a period of time,
might gain enough trust, that the victimn wouldn't hesitate to disclose the organizations secrets and the working
of its system. That specific information can be helpful for the hacker/attacker to get inside the system and
damage the organization.

Just like the above examples there can be many scenarios. In which personal information plays an important
role in making a person, victim of social engineering attack.

You are requested to please assign a severity rating to each type of information from the given scale by
answering the questions.

Thank you in advance for your precious time and effort.

Regards,
Hamza Masood.
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What is your profession?
Self-Employed
Professor/Teacher
Developer
IT Specialist/Consultant

Information security specialist/Consultant

What is your field of work? *
Penetration Testing
Cryptographer
Security Analyst
Security Consultant
Cryptanalyst

Security Administrator

How much experience do you have in Information Security field? *
1-5 years
6-10 years
11-15 years

more than 15 years

You are requested to answer the questions by selecting only one most appropriate option from the
following scale.

1 = Mo criticalness
{an information with almost no help insocial engineering attack.)

2 = Less Critical
an information that is mot directly involved but helps in the social engineering artack i e inform ation that helps to develop
friendship/ftrust with the victim)

3 = Moderawely Critical
AN information that leads to effect or cause damage 1o a single person i.e. informaticn that helps in landing an attack on a
single person)

4 = Critical
{An information that leads to cause damage to 2 number of people i.e. if an account gets hacked then, the hacker can target the
people in the friend list of that account)

5 = Highly Critical
{An information that leads to cause damage on an organizational level i.e. infarmation that lures the attacker who wants to
target a specific company/organization)

Please note that the gquestions are asked in the comtext of Social engineering attacks that can be performed by using each type
of information. So the severity levels should be provided accordingly.
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1. Howv critical a profile should be if it contains the information about job organization and job
position of the user? (Workidob place information)

1 (Mo criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly GCritical)

2. What should be the severity of a profile that contains the living place or residence
information of the user?(Residenca)

1 (Mo criticalness)

2 (Less Critical)

2 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

3. How critical can it be on a scale of 5, if a profile contains the educational information like *
Schoolicollegefuniversity, 7

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

4. How would you rate a profile with Relationship status information? *

1 (Mo criticalness)

2 (Less Critical)

3 (Mederately Critical)
4 (Critical)

5 (Highly Critical)

b
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5. How, a profile that contains information about hobbies of the user can be rated on the given *
scale?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

6. What should be the severity level of a profile that tells about family members of the user of  *
that profile.

1 {No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

7. How a profile, that contains extra details about person with the profile such as nickname, can *
be rated?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

8. How would you rate a profile that contains answers to most popular questions such as,
Favorite writer, favorite sports?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)
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2. What do you think about criticalness of a profile that contains life event information? *
1 (Mo criticalness)
2 (Less Critical)
3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

10. According to you how a profile containing several type of contact information such as, email *
and phone number of the user can be rated?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

11. What should be the severity level of a profile that contains birthday information of the user  *
of that profile?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)

12. What should be the severity level of a profile that contains Gender information of the user  *
of that profile?

1 (No criticalness)

2 (Less Critical)

3 (Moderately Critical)
4 (Critical)

5 (Highly Critical)
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Questionnaire Design for Public

This section contains the Questionnaire, that was designed to get the scores of
information types from General public. The questions for severity collection are
same. The questionnaire is available online at https://docs.google.com/forms/
d/1h6m3YgbznrNcL jtwXN_wyNDNgNK1lqeeQfCerzDQ6UNc/. The only difference is

the question asking for the profession, that is shown below:

What is your employment status?

Student

Employed
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